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Integrate the Healthcare Services in Irag by
using Cloud Computing

Hussein Muzahim Aziz Basi

Abstract—Health Information System (HIS) is considered one of the most important sector that is related to human'’s lives. The HIS benefit from
integrating Information and Communication Technologies (ICT’s) with the health domain to develop an electronic health (e-health) system. The e-
health system can be improved by adapting the cloud computing recourses to manage, monitor, and exchange the Patient Health Record (PHR) among
the health care’s facilities. The aim of this work is to enhance the health quality of service in Iraq, by integrating the health care facilities with the cloud
computing recourses. The collaboration between healthcare facilities is an opportunity offered by the cloud computing to provide availability and
interoperability. The framework will improve the efficiency for the medical staff to look up after the patient to improve the diagnosis process and

treatments.

Index Terms— Cloud Computing, Deployment Models, e-health, Health Information System (HIS), Information and Communication
Technology (ICT), Interaction relationship, Patient Health Record (PHR )

1 INTRODUCTION

ealth Information System (HIS) is design for the

healthcare sector to manage the patient’s time and to

improve the medical process by integrating many health
services process like; making appointments, provide medical
results, and transferring information to other specialists [1].
Traditionally, the patient will get observation and the prescrip-
tions will be recorded in a document based papers. With the
recent advances in Computer and Communication Technolo-
gies in the health domain. The paper-based system will be
converted to electronic-based system. The patients Documents
Health Records (DHR) will be transferred to electronic Patient
Health Records (PHR) [2]. Integrating the healthcare with ICT
will provide electronic health (e-health) system. The e-health
will develop a sufficient electronic exchange of health related
information between paramedics, to enables medical staff to
look up after the patient's medical record quickly. E- health
will also improve the efficiency and effectiveness of healthcare
services by flow the administrative procedure, diagnosis pro-
cess, decision making, discharge summaries report, laboratory
results test, pharmacy, sharing information, monitoring the
public health, improving the health research and education
[31,[4],[5]-

Saving and exchanging, the PHR it become an important is-
sues in health sector. Patients could need treatments at differ-
ent healthcare and the information should be available at the
right moment. The patient’s information could be located and
store at different location, therefore cloud computing could be
a promising technique. Healthcare sector can take advantage
of cloud computing recourse and bring tremendous benefits to
improve the patient quality of service and reduce overall
healthcare costs [6].

Dr. Hussein Muzahim Aziz Basi is currently a lecturer at the Department
of Computer Engineering, Al-Farabi University College, Baghdad, Iraq. E-
mail: hussein_muzahim@gmail.com.

Cloud computing can be a sufficient techniques in contain-
ing healthcare integration, and optimizing resources with
lower cost technology. Cloud computing technology will pro-
vide high availability of resources that are needed for certain
operation at anytime and anywhere [7]. The healthcare system
will be more efficiently and effectively, that allow to access
and exchange the patient health record (PHR) [8].

To improve the effectiveness of the quality of the healthcare
service in Iraq, a framework is proposed. The proposed
framework is consider to monitor the patient’s information,
where the PHR can be store at different healthcare location
and it will be retrieved and integrated in a single window. The
framework will provides an integration to the healthcare facil-
ities that distributed over the country. The healthcare facilities
will be able to communicate and the PHR will be available and
accessible by any healthcare facilities according to their need.
The system is also can be used to check the availability of a
paramedics, the required services at different times and for
different cases. The interface information window will make
the interoperability and integration possible.

2 OVERVIEW OF CLouD COMPUTING AND CLOUD
DEPLOYMENT MODELS

Cloud computing technology provide flexibilities and
availabilities to the user’s applications by combining different
computing resources and services like, networks, servers, and
data storages that can be shared with minimal management
[6]. Cloud computing has three different service layers [6], [9],
[10], as shown in Figure 1:

1. Software as a Service (SaaS): The users do not have any
knowledge about the infrastructure and platforms
where the user’s applications are running. The users
can access the applications without the concerns of in-
stallation and maintenance.

2. Platform as a Service (PaaS): The users do not have any
knowledge on how much processing unit, memory, and
storage are needed for their applications. The service
providers will be responsible about the platform that
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include software, hardware, operating system, server,
and development tools.

3. Infrastructure as a Service (laaS): The users will deploy
and run both operating systems and applications. As
the users will not take any responsibility on deploy-
ment, administration, and maintenance to the system.
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Fig. 1. Cloud Computing Service Layers [9].

Cloud computing can be operate on different infrastructure
based on the deployment models that been proposed by NIST
(National Institute of Standards and Technology). The cloud
will be allow to operate on one or more of the following infra-
structure [11], [12]:

e Private Cloud: Private cloud infrastructure is provi-
sioned for exclusive use by a single organization. It may
be owned, managed, and operated by the organization
or by a third party, or may be hosted or outsourced to a
hosting company.

¢ Community Cloud: Community cloud infrastructure is
provisioned for exclusive use by a specific community
of users from organizations that have shared the same
mission, policy, and security requirements, rather than
serving a single organization as does on a private cloud.

e Public Cloud: Public cloud infrastructure will make the
computing resources available to the public over the ex-
isting networks.

e Hybrid Cloud: Hybrid cloud infrastructure is a compo-
sition of two or more cloud infrastructures (private,
community, or public) that remain unique entities, and
they are bounded together by standardized or proprie-
ties technology that enables the user’s applications and
their data portably.

3 THE PROPOSEFD OF HEALTH SERVICES OVER THE
CLOUD

One of the most important issue that are related to human
life is health. Combing the health sector with the Information
and Communication Technologies (ICT’s), will allow the e-
health products, services and processes to have a positive im-
pacts on the healthcare quality of services. The e-health will
improve the availability of the clinical data and that will in-
crease the efficiency by reducing the medical costs, waiting
times and errors [13].
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The computer based system is not been introduced widely
in the healthcare sector in Iraq, as the healthcare system is still
useing a paper based documents to record the patients infor-
mation. The document paper that began as a personal record,
maintained either by local hospital or family clinic to keep
track of an individual's health over a lifetime [14]. Unfortu-
nately, the communications between hospitals and clinics are
still used the traditional way by producing the official’s letter
to obtained information or services from another hospital.

The computer-based technology will be considered by us-
ing the computing resources to communicate between
healthcare facilities over the cloud. The patients will be guided
in appropriate way through a window interface, which allow
the paramedics to access the patient’s information at any
healthcare facilities within the country.

The idea been obtained from [7], where Oana-Sorina Lupse
et al., proposed a private cloud infrastructure for e-health sys-
tem, where all PHR are stored in a private cloud and allow all
the departments staff within the same hospital to access and
share the PHR when it is needed. A private cloud infrastruc-
ture is considered in their work to eliminate the drawback of
cloud computing that been represented by weak security and
to ensure that the patient’s data and the communication be-
tween departments, can be done in a secure way.

Their work is been extended to serve the healthcare sector
in Iraq, which allow the urgent patients medical information
to be accessed and shared among different healthcare facilities
that are located at different regions and states. In this situa-
tion, the system will provide the availability, accessibility, flex-
ibility, and mobility movement to the patient’s records through
the cloud infrastructure within the country.

3.1 Health Cloud Model

Cloud computing is an excellent infrastructure that can eas-
ily adapt to the healthcare system and their application. The
healthcare facilities are located at different regain or states,
where the PHR are stored and distributed over these facilities.
Cloud computing will play an important roles for allowing
communications, and collaboration between these healthcare
facilities [8].

To integrate all the healthcare facilities within the country
and to identify the level of access, a hybrid cloud is going to be
considered in this study. The composition of private and pub-
lic cloud are going to be used to serve the purpose of the pro-
pose system;

e Public cloud: The public cloud will allow the online ac-
cess to; book an appointments, patient’s appointments
scheduling, laboratory test checking, drugs collection
from the pharmacy, etc.

e Private cloud: The private cloud will allow the hospitals
and the departments within the hospitals and the related
clinic to exchange the PHR among them.

The patients could be examined or get treatments by anoth-
er healthcare facilities. Therefore, the healthcare will com-
municate through a private cloud to the local data centre that
hold the PHR. In this case, the availability and accessibility of
PHR can be store and retrieved from any healthcare facilities
within the country if it’s required, as shown in Figure 2.
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Fig. 2. An Overview of Distributing the Health Facilities over the
cloud.

3.2 Categorise of E-Health

The PHR are distributed according to the region or states,
while the communication mechanism been set according to
the type of access to the health system. As two level been iden-
tify to access the system on the cloud (public and private) and
depends according to their related use. In this section, the in-
ter-relation system are going to be defined to identify the
types of interaction that are need to be set between the pa-
tients and healthcare facilities and among the specialist. There-
fore, the e-health system will be categorise into five different
interaction relationship:

¢ Clinic - to - Patient (C2P) Interaction: It is an interaction
between clinic and patients. The aim is to deliver clinic ser-
vices to patients in efficient and reliable way by making an
online services, which are related to booking appointment,
check patients status, and accessing information.

e Hospital - to - Patient (H2P) Interaction: It is an interac-
tion between hospital and patients. The aim is to deliver
hospital services to patients in efficient and reliable way by
making an urgent online appointment, check patients sta-
tus, and accessing information.

e Hospital - to - Hospital (H2H) Interaction: It is an interac-
tion to integrated services between two hospitals that are
located in different cities or states or regions. The aim is to
exchange information between Hospitals to deliver an
online cooperation and communication effectively.

e Hospital - to - Clinic (H2C) Interaction: It is an interaction
services between hospitals and clinics, where the clinics are
registered under the local hospitals. The aim is to exchange
information between hospital and the registered clinics to
deliver online information that are related to patient’s sta-
tus for urgent services.

e Clinic - to - Clinic (C2C) Interaction: It is an interaction
and integrated services between clinics. The aim is to ex-
change information between clinics for different speciali-
ties to deliver online cooperation and information that are
related to patient’s status.
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3.3 Accessing Patients Information

Until now, the hospital in Iraq are following the traditional
procedures for recording the patient’s information in a docu-
ments paper. The documents paper will be kept and used lo-
cally within the hospital. In case, the patients been admitted to
another hospital, in this situation the patient will redo all the
diagnoses and laboratory test checking as the hospital don't
have the PHR for the particular patient. To make the patient
information accessible by the healthcare facilities, an online
interface application will be design and implemented to make
the availability, integration, and interoperability possible [15].

Cloud services can help the healthcare sectors to provide
data availability and accessibility to the PHR that will com-
municate with other computing system resources in the cloud.
Interoperability is another important factors to exchange in-
formation among different healthcare. The online web inter-
face window will be used to make the patient’s information
available and accessible.

The interface window will view the patient’s personal in-
formation, medical report, laboratory test, treatments, type of
drugs been taken, etc. The interface window will be able to
integrate and combine different reports from different hospi-
tals and view the PHR in a single window, as shown in Figure
3.
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Fig. 3. Intergrated the patient Health Records (PHR).

The interface window will view all the medical history that
are related to the patient. The Personal Interface Window, will
show all the personal information details, as shown in Figure
4. The underline information will link to another interface
window for checking purpose. The information could be
needed by the paramedics to study the family history (as an
example, the parents name link, is to allow the paramedics to
check the family health history disease, where information
could be located in another healthcare facilities centre, etc.).
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Fig. 4. Personal Interface Window.
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The medical report window, as it’s shown in Figure 5, is an ex-
ample of the patient medical history, as it can be seen from that, the
patient did a general checking and an operation in different hospitals
that are located at different states. The numbers under the paramedic
ID, it will link to the paramedic details information. Under the loca-
tion section, it can show that, where the hospitals been located and
can access these location through the link as well. The paramedic can
view the medical report by clicking on the purpose of visiting the
hospital and can view the previous diagnose that been done by an-
other paramedic. While the information that related to the medicine
and treatment also can been viewed in different window as well.
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Fig. 5. Magnetization Medical Report Interface Window.

4 CONCLUSION

The proposed of e-health system over the cloud for the Iraqi
health sector is considered in this study. Traditionally, the in-
teraction between the hospital departments, and patients will
take place in the hospital building or through an official letters
to be addressed to another healthcare facilities or units.

With the availabilities of computing resources and net-
works infrastructure, it is now possible to move forward to e-
health system in Iraq. Integrating the health system with the
cloud system is to make ensure that, the PHR are available and
accessible. The benefit of integrating the healthcare facilities
with the cloud computing, will enhance the healthcare ser-
vices, reduce the management cost and network infrastructure
services. As such service will be transferred to the service pro-
vider, where the service provider will be responsible for main-
taining and upgrading.

Enabling communication and exchange information be-
tween different healthcare facilities is a key outcome of e-
health system over the cloud, and this can be done through the
hybrid cloud. Hybrid cloud will allow the two way communi-
cation level between the patients and the paramedics or be-
tween the paramedics and medical staff for decision making
and services. The patient’s information can be viewed or re-
trieved or shared by different healthcare over the cloud, where
the paramedics can study the patient’s medical history (if it’s
necessary) to provide an accurate diagnosis and treatments.
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